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PROFESSIONAL SUMMARY

Senior Cybersecurity Engineering Architect with 15+ years of specialized expertise in Oracle Database Security,
Cloud Security Architecture, DevSecOps pipeline integration, and Al Driven Threat Detection. Recognized
internationally through six competitive research awards, a filed patent for an Al driven Oracle database
vulnerability monitoring system, and Fellow membership in three global research bodies, Baljeet Singh brings a rare
combination of hands on engineering depth and executive level strategic influence. He has secured enterprise
environments across Healthcare, Banking, Insurance, Defense, and Telecom verticals, advising CISOs and CIOs at
organizations spanning 150+ countries while delivering 50+ projects and managing five PMOs. His published
technical books on Oracle Service Cloud Security and Oracle Autonomous Database, alongside 120+ peer reviewed
scholarly contributions, have shaped security practices across the Oracle ecosystem. Elected to editorial boards of
eleven international journals and invited to speak at Oracle OpenWorld and global cybersecurity summits, his work
has been formally recognized by the UK House of Lords. Baljeet is committed to strengthening the United States
critical infrastructure security posture by advancing Al driven defense frameworks, developing the next generation
of security professionals, and contributing original research that protects American enterprise and government
systems in an era of escalating cyber threats.

EXTRAORDINARY ABILITY - SUMMARY

The following sustained national and international recognition meets multiple criteria:

e Awards of Excellence: 6 international competitive awards (2020-2026) from global nomination pools with
expert review panels

¢ Original Contribution / Patent: Filed patent (App No. 202541050932) for Al-Driven Monitoring and Response
System for Oracle Database Vulnerabilities - published June 2025

e Scholarly Publications: 20 research papers; editorial board member of 11 peer reviewed international
journals (Impact Factors 6.5-9.3)

¢ Judging the Work of Others: 120+ peer reviews across 4 international journals (2018-2025)

¢ Authorship: 2 published technical books - Oracle Service Cloud Security (ISBN 979-8-9941487-0-9) and Oracle
Autonomous Database on Dedicated Exadata Infrastructure (ISBN 978-81-986561-6-2)

e Critical Role in Distinguished Organization: Senior Technical Architect at Johnson Controls global operations in
150+ countries

¢ High Remuneration: Senior architect level compensation in a specialized, high demand domain
¢ Media Coverage: Multiple feature articles in CXO Connect Magazine (C-suite executive publication)

e Memberships: Fellow GIER, Fellow Green ThinkerZ, Fellow 120R each requiring demonstrated research
excellence

INTERNATIONAL AWARDS FOR EXCELLENCE

Award 1: Best Researcher in Computational Intelligence Award (2026)
Award 2: Parliament of UK (House of Lords) - Architecting Research Based Innovative Solution for Oracle

Service Cloud Award (2025)
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Award 3: Oracle Database Security Knowledge Expert Award (2024)
Award 4: International Applications Threat Modelling Researcher Award (2023)
Award 5: International Relentless Contributor Award for Automating Security Compliance Frameworks (2022)

Award 6: Advance Database Security and Encryption Models - Visionary Researcher Award (2020)

PATENT - ORIGINAL CONTRIBUTION TO THE FIELD

Al-Driven Monitoring and Response System for Oracle Database Vulnerabilities

The patented system introduces a multi-layered Al-driven architecture that autonomously monitors Oracle
databases in real time, detecting vulnerabilities through machine learning algorithms trained on historical security
incidents and anomaly patterns. Upon threat detection, the system automatically executes countermeasures
including access control adjustments, query blocking, session isolation, and automated patch deployment. The
system incorporates contextual awareness user roles, historical activity, and access timing to reduce false positives
and adapt to evolving threats, including zero-day vulnerabilities and advanced persistent threats (APTs).

Title Al-Driven Monitoring and Response System for Oracle Database Vulnerabilities
Application No. 202541050932

Filing Date May 27, 2025

Publication Date June 13, 2025 (Patent Office Journal No. 24/2025)

Inventor/Applicant Mr. Baljeet Singh, Dacula, Gwinnett County, Georgia, United States

IPC Classification HO04L9/40, GO6F21/57, GO6F21/55, GO6N20/00, GO6F18/25

Patent Agent Kalaimathi J, Vaagai IP (Advocate Enrolment No. 2372/2016)

INTERNATIONAL FELLOW MEMBERSHIPS

o Fellow Member, Global Institute for Education and Research (GIER): Since August 2023 (Member ID:
GIER/2023/BSa). GIER is a registered MSME with the Government of India, dedicated to promoting excellence
in education and research globally.

o Fellow Member, Green ThinkerZ: Since July 2020 (Member ID: GT2020/FIGT-0BS). A registered society of
researchers from India, China, and Australia working in environmental sustainability and technology innovation.

o Fellow Member, International Institute of Organized Research (120R): Since December 2017 (Member ID:
I20R2017/FI20R-00BS). An international research organization recognizing excellence across scientific and
technical disciplines.

EDITORIAL BOARD MEMBERSHIPS

1. International Journal of Advanced Research in Education and Technology (IJARETY)-
a. ISSN: 2394-2975, Impact Factor: 8.152

2. International Journal of Multidisciplinary Research in Science, Engineering and Technology (IJMRSET)-
a. [ISSN: 2582-7219, Impact Factor: 8.206

3. International Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering
(IJAREEIE)-

a. [ISSN: 2278-8875, Impact Factor: 8.807
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4. International Journal of Advanced Research in Arts, Science, Engineering & Management (IJARASEM)-
a. ISSN: 2395-7852, Impact Factor: 8.028
5. International Journal of Computer Technology and Electronics Communication (IJCTEC)-
a. ISSN: 2320-0081, Impact Factor: 7.254
6. International Journal of Multidisciplinary and Scientific Emerging Research (IJMSERH)-
a. ISSN: 2349-6037, Impact Factor: 9.274
7. International Journal of Innovative Research in Computer and Communication Engineering (IJIRCCE)-
a. ISSN: 2320-9801, Impact Factor: 8.771
8. International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET)-
a. ISSN: 2319-8753, Impact Factor: 8.699
9. International Journal of Research in Electronics and Computer Engineering (IJRECE)-
a. ISSN: 2348-2281, Impact Factor: 7.750
10. The Research Journal (TRJ)-
a. ISSN: 2454-4930, Impact Factor: 7.650
11. International Journal of Current Engineering and Scientific Research (IJCESR)-

a. ISSN: 2394-0697, Impact Factor: 6.500

PARTICIPATION AS A JUDGE OF THE WORK OF OTHERS — PEER REVIEW CONTRIBUTIONS

| have performed over 120 peer reviews of scholarly manuscripts for four international journals from 2018 through
2025. This sustained service reflects recognition by the scientific community as a subject matter expert whose
judgment is relied upon to maintain the integrity and quality of published research:

International Journal of Advanced Research in Arts, 2395-7852 43 reviews 2018 - 2025
Science, Engineering & Management (IJARASEM)

International Journal of Multidisciplinary Researchin ~ 2582-7219 43 reviews 2019 - 2025
Science, Engineering and Technology (IJMRSET)

International Journal of Advanced Research in 2278-8875 23 reviews 2019 - 2025
Electrical, Electronics and Instrumentation
Engineering (IJAREEIE)

International Journal of Advanced Research in 2394-2975 14 reviews 2019 - 2024
Education and Technology (IJARETY)
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PUBLICATIONS & BOOKS

Authored Technical Books

"Securing Oracle Service Cloud (B2C)" (May 2025) - ISBN: 979-8-9941487-0-9. Published by Kiwi
International Publishing House. A comprehensive guide covering security architecture, threat mitigation,
and compliance strategies for Oracle Service Cloud deployments.

"Oracle Autonomous Database on Dedicated Exadata Infrastructure" (June 2025) - ISBN: 978-81-986561-
6-2. Published by Vaagai International Publishing House. A 20-chapter technical reference covering
architecture, provisioning, high availability, disaster recovery, security governance, performance tuning,
and migration strategies for Oracle’s autonomous database platform.

Research & Media

Featured Articles in The CXO Connect Magazine: The CXO Connect Magazine is a recognized industry
publication targeting C-suite executives, technology leaders, and enterprise decision makers. Mr. Singh has
been featured in multiple editions:

e "Strategies to Secure Oracle Service Cloud" (Page 22): Featured article on aligning Oracle Service Cloud
(OSvC/B2C) architecture with modern security frameworks.

e "Ensuring Robust Protection in a Customer Centric Digital Era": Full feature article published online.

e "Secure Rollback Strategies for Failed Security Updates" (Page 20, October 2025 Edition): Technical
article on resilience in security patching.

o "DevSecOps for Legacy Application Modernization" (Page 45, November 2025 Edition): Article
addressing the integration of modern security practices into legacy systems.

20 published research papers in Cybersecurity, Oracle database security, DevSecOps, Oracle Security and
artificial intelligence

CONFERENCE SPEAKING & WORKSHOPS

Oracle OpenWorld 2017 - Delivered sessions on secure Oracle Service Cloud (OSvC/B2C) deployments with
real world case studies and architectural insights

Cybersecurity Summit Atlanta, 2025-2026 - Speaker and panelist

EMEA & APAC Regional User Group Workshops - Conducted hands on cybersecurity and Oracle security
workshops accelerating local best practice adoption

Commercey (USA), April 2025 Online cybersecurity training: Oracle Service Cloud security and enterprise risk
management

Office of Superintendent of Punjab Police, India, Nov 2025 - Cybersecurity risk management training for
government digital assets

Guru Nanak College, India, Dec 2025 - Cybersecurity awareness workshop: threat types, risk assessment,
encryption, and secure communications

PROFESSIONAL COMMUNITY & VOLUNTEER LEADERSHIP

Hire Heroes USA - Volunteer mentor empowering U.S. Military Veterans and military spouses in civilian
workforce transition

Aphinia (Invitation Only CISO Network) - Active member contributes thought leadership and peer mentorship
to senior cybersecurity executive community

Oracle Cloud Customer Connect - Green Ribbon Badge & Silver Medal recipient for sustained knowledge
sharing and community contribution

Project Invent - Industry mentor for student led technology innovation and social impact design projects
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CERTIFICATIONS

e Certified Google Cloud Platform

e C(Certified Google Generative Al

o Certified Cyber Security at Work for IT

e Certified Core Security Principles and Risk Management

o Certified Oracle Cloud Customer Connect with Silver Medal
Certified Oracle Cloud Customer Connect with Bronze Medal
Certified Microsoft Cloud Azure Al concepts

e Certified Microsoft Azure OpenAl Service

e C(Certified Microsoft Generative Al

e Certified Microsoft question answering with language service
e Certified ChatGPT Prompt Engineering

e C(Certified LinkedIn Gen Al

e Certified MuleSoft Developer

Certified Scrum Master

Certified new developments in Python

Certified Business Solutions with Al powered Analytics
Certified Control4 Automation Programmer

CORE TECHNICAL & FUNCTIONAL EXPERTISE

e Cybersecurity Engineering: Penetration Testing, Threat Modelling, Incident Response, Vulnerability
Assessment, SIEM, SOC Operations, Zero Trust

e Oracle Database Security: Oracle Service Cloud (OSvC/B2C), Oracle Autonomous DB, Oracle OCI, Oracle
EBS, RBAC/ABAC, BYOK Encryption, PL/SQL, Single Sign On (SSO)

o Cloud Security Architecture: Oracle Cloud Infrastructure (OCl), Microsoft Azure, AWS, GCP, Multi-tenant
Security Design, FedRAMP, Zero Trust Architecture

e Cloud Platforms: Microsoft Azure, Oracle Service Cloud, Oracle Field Service Cloud, Oracle Fusion Cloud
B2B, Oracle Identity Cloud, Oracle Integration Cloud, Oracle Analytics Cloud, Oracle Autonomous DB Cloud,
Oracle Intelligent Advisor Cloud, Amazon Web Services (AWS), Google Cloud Platform (GCP), Salesforce,
Oracle ERP Cloud

e DevSecOps: Security as Code (SaC), CI/CD Pipeline Security, SAST/DAST, Secure SDLC, Agile Security, Scrum
Master

e Al-Driven Threat Detection: ML based Anomaly Detection, APT Defense, Oracle Al Security, Automated
Threat Response, Zero Day Defense

e Compliance Frameworks: NIST, ISO 27001, GDPR, HIPAA, PCI DSS, SOX, FFIEC, COBIT, FedRAMP, SSAE 18,
PCIDSS

e GRC & Risk Management Tools: RSA Archer, ServiceNow GRC, Riskonnect, SAP GRC, MetricStream,
UpGuard, RiskRecon, Security Scorecard

e Integration & APIs: MuleSoft (Certified), REST API, SOAP, OAuth, Token, ROQL, Salesforce, Oracle
Integration Cloud (OIC), Payment Gateway, Cisco Webex Chat

e Programming: PHP, Python, JavaScript, jQuery Java, HTML/CSS, XML, JSON, APEX, Groovy

e Project Management Tools: MS Project, Clarity PPM, JIRA, Microsoft Teamwork, Zoho, Microsoft Share
Point, Manage Work, Microsoft Dynamics AX Project, MS Project Server

o Enterprise Management Systems: Remedy, Service Now, BMC Patrol, HP Open View, Cisco Works,
CA Unicenter, HP ESM, Epicor ITSM, EMC, Service wise, Infor EAM, Front range, Cisco UCS, CA IT Service
Management, Kronos, Curam, EPIC and Maximo

e IT Service Management: Data Centre Management, SNOW, Green IT, BCP, Change & Incident Management
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e Process/System Management: SE| CMM, NIST, FFIEC, COBIT, ITIL, COSO, PMBOK, 1SO 9001, I1SO 20000, ISO
27001, Agile, Scrum, PCIDSS, SoX, COSO and SSAE 18

e Quality/SDLC Management: Agile, Scrum, SAFe, Six Sigma, TQM, BPM, GMP, NISY, BSBA, HIPAA

o Networks & Security: Cisco, Zscaler, Nortel, Avaya, Polycom, RSA, Checkpoint, McAfee, Norton,
BurpSuite, MetaSploit, NmAp, Nessus and OpenVAS

e Unified Threat Management Tools: Check Point, Fortinet, SonicWall, Sophos and Barracuda

e Delivery Governance: Business IT Alignment, IT Strategy, VallT, COBIT, Focused Execution,
Continuous Improvement, Data Mining and Trend Analysis, Agile Project Governance, Value Governance,
Performance Management, Risk Management, Engagement Management & Resource management

e OS Platforms: Windows, Linux, Redhat (RHEL), Ubuntu, Mac OS, VM, Android and iOS.

EDUCATION

e Master of Computer Applications (MCA) - Punjab Technical University
e Bachelor of Computer Application (BCA) - Punjab Technical University

ORACLE SERVICE CLOUD SKILLS

e Customize Portal Design and upgrades in RightNow CX CRM

¢ Development for chat and email feature for help desk operations using RightNow CX CRM that reduce the
turnaround time and have helped reducing call abandoned.

e Designed and deployed customer portal pages and widgets using PHP and JavaScript

o Developed and Customized BUI Extension

e Integration of RightNow with Oracle Knowledge, Salesforce and sales cloud.

e Assistance with performance reports for staff SLAs

e Create a format for a referral analysis report for each regulator (In/Out)

e Analysis/Report format of review Routing/Boarding by Product

e Developed CPM process for triggering event, third party integration like SMS gateway

e Administered and configured Oracle Service Cloud (OSvC) environments to ensure secure, reliable, and
compliant customer service operations

e Managed user accounts, roles, profiles, and permissions to enforce least privilege, role-based access
controls

e Configured and maintained OSvC components including workspaces, business rules, workflows, custom
objects, reports, and dashboards

e Government data models, field configurations, and validation rules to maintain data integrity and
regulatory compliance

e Coordinated environment changes across development, test, and production instances, including upgrades
and patches

e Supported integrations with external systems such as CRM platforms, identity providers, and analytics tools

e Monitored system health, user activity, and performance metrics, troubleshot configuration and access
related issues

e Maintained audit readiness through access reviews, configuration baselines, documentation, and change
records

e Acted as a liaison between business stakeholders, developers, and security teams to translate operational
and compliance requirements into system configurations

e Facilitating weekly meetings with team leaders covering topics such as forecast variance, upcoming
projects, training needs and making staff recommendations

® Development of business cases, business plans and business requirement documents.

Contact No: +1-678-761-2514, Email: baljeet.rocky@gmail.com



Baljeet Singh
Senior Technical Architect | Oracle Service Cloud | Cybersecurity Engineering | Oracle Database Security Expert | DevSecOps Leader | Artificial Intelligence |
Cloud Security Architecture

Oracle Service Cloud Security Analyst

e Led the design and implementation of cloud database security architectures integrating encryption, key
management, and access control across Oracle Service Cloud and Oracle Cloud Infrastructure (OCI)
environments

e Defined and enforced least privilege access models using RBAC, ABAC, and MFA to secure multi-tenant
cloud workloads handling sensitive enterprise and public-sector data

e Implemented cloud-native encryption and key governance solutions, including customer controlled key
management (BYOK), to meet stringent regulatory and compliance requirements

e Introduced Security as Code (SaC) practices at the database layer, enabling security policies to be version
controlled, tested, and deployed through DevSecOps pipelines

e Translated regulatory and federal security requirements (e.g., GDPR, HIPAA, PCI DSS, FedRAMP) into
enforceable technical controls within Oracle cloud environments

e Integrated continuous logging, monitoring, and SIEM capabilities to detect anomalous access patterns and
reduce cloud data breach risk

e Collaborated with cloud architects, DevSecOps teams, and compliance stakeholders to embed security
controls into enterprise-scale cloud design and deployment workflows

e Played a critical role in securing shared, internet exposed cloud infrastructure used by large enterprises and
U.S. government aligned customers.

ORACLE FIELD SERVICE CLOUD (OFSC/TOA) SKILLS

Configure Oracle Field Service Cloud Instance and implemented the following

e Company Configuration, Activity Types, Resource Types

e Configure Business Rules

e Configure Display Settings, set up company language, time zones, alert settings

e Configure Filters

e Manage Properties (Add/Edit/Active/Delete)

e Configure Inventory types, Link Templates, Login Policies

e Configure Shifts, Working Time, Work Zones, Work Skills, Glossary

e Configure Plugins

e Responsible for configuring User Types

e Manage Access & Permission settings for different types of users

e Manage screen configuration for core application & mobility

e Build Resource tree hierarchy (Organization or Bucket)

e Manage different types of resource (Add/Edit/Active/Inactive)

e Associate resources with user accounts

e Manage Resource Calendar, Work Schedules, Shifts, Working & Non- Working Time
e Configure Routing Profile, Routing Plan for different activities

e Configure Manual & Automatic Routing Plan with different criteria

e Configure Message Scenario for different types of events like Activity Created, Activity Assigned, Activity

Start, Activity Cancel etc.
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Configure Action links for different entities

Configure Survey for Customers feedback.

MULESOFT SKILLS (SECURE INTEGRATION PLATFORM) — CERTIFIED MULESOFT (MULE 4.0)

Implementation experience of APl solution using MuleSoft Any point platform

Ability to design and develop MuleSoft APIs, write complementary RAML (JSON, XML), and formally
document architecture and design specifications

Experience in the coordination of program and project leaders to identify requirements for system
architecture

Understanding of architectural concepts for MuleSoft implementations including encryption, security,
logging, scalability and securing solutions

Experience with a breadth of MuleSoft inbound/outbound connectors, for example: SAP, Web Services,
File, Database, Salesforce, JMS etc.

Experience orchestrating complex use cases involving multiple systems, incorporating error handling and
logging

Demonstrable understanding of Web Services (SOAP & REST), XML and JSON formats document schemas,
HTTP protocol, and underlying internetworking concepts

Hands on Experience with Mule Tooling (Design Center, APl Manager, Anypoint Exchange, Runtime
Manager)

MuleSoft deployment on Any Point Cloud Hub as well as on premise deployment

Code review / mentoring / debugging/troubleshooting Mule skills

Experience APl Performance Tuning & Security

Excellent troubleshooting skills with the ability to analyze and resolve complex technical issues and defects

CYBER SECURITY ENGINEERING EXPERTISE — CERTIFIED CYBER SECURITY AT WORK FORIT

Architected and enforced enterprise-wide cybersecurity frameworks across Oracle cloud environments,
reducing organizational attack surface and measurably improving security posture for clients in Healthcare,
Banking, Defense, and Telecom sectors spanning 150+ countries.

Led threat detection and incident response operations for P1 level security breaches directing forensic
investigation, containment, and remediation across complex multi-tenant Oracle cloud infrastructures used
by Fortune 500 and U.S. government aligned organizations.

Designed and deployed Al-Driven Threat Detection models using machine learning based anomaly
detection to identify zero-day vulnerabilities, advanced persistent threats (APTs), and insider threat
patterns in Oracle Database environments directly informing the patented system filed under Application
No. 202541050932.
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e Engineered Cloud Security Architecture integrating encryption at rest and in transit, BYOK key governance,
RBAC/ABAC access models, and MFA across Oracle Service Cloud, Oracle OCI, Microsoft Azure, AWS, and
GCP translating NIST, GDPR, HIPAA, PCI DSS, SOX, and FedRAMP requirements into enforceable technical
controls.

e Develop and enforce security policies, governance frameworks, and training programs to strengthen
organizational resilience.

e Pioneered DevSecOps pipeline security by embedding Security as Code (SaC), SAST/DAST automation, and
policy as code into CI/CD workflows eliminating security bottlenecks and reducing vulnerability remediation
cycles by 40% without compromising delivery speed.

e Conducted 50+ cybersecurity risk assessments, penetration tests, cloud security audits, Secure SDLC audits,
tabletop exercises, and pre-merger acquisition assessments across enterprise verticals establishing
repeatable, automation driven compliance programs that saved clients significant audit overhead.

e Advised CISOs and CIOs at major global organizations on evolving threat landscapes, cybersecurity
governance, and strategic security investment contributing published research across 11 international peer
reviewed journals and authoring two technical books adopted as reference standards in the Oracle security
ecosystem.

e Developed and delivered cybersecurity training programs for engineering teams, developers, audit
professionals, law enforcement (Punjab Police), and academic institutions building security awareness at
the individual, organizational, and community level across the U.S. and internationally.

e Partner with business and technical teams to integrate security into DevOps/DevSecOps pipelines,
improving agility without compromising protection.

e  Work with other departments and stakeholders to ensure comprehensive security measures are in place.
e (Create and maintain security policies and procedures to protect the organization's IT infrastructure.

e |dentify and address security vulnerabilities to prevent unauthorized access and data breaches.

e Conduct regular risk assessments and penetration tests to evaluate the security posture of the
organization.

e Analyze security alerts and incident reports to identify patterns and potential threats.
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PROFESSIONAL EXPERIENCE

Employer: JCI (Johnson Controls, Inc), Boca Raton FL

Duration: June 2020 — Present

Project: SEDU — BSNA (Building Solutions North America)

Role: Senior Technical Architect — Cyber Security Engineering

Technologies: Oracle Service Cloud, Oracle EBS, MuleSoft, REST API, ROQL, Salesforce, OFSC, Integration, OCI,
Cyber Security, Oracle Cloud Security, DevSecOps, Oracle Database, Al-Driven Threat Detection

Project Scope: Served as Senior Technical Architect at Johnson Controls International a Fortune 500 global leader in
smart building technology, security, fire safety, and HVAC solutions operating across 150+ countries with over
100,000 employees worldwide. Embedded within the SEDU Building Solutions North America (BSNA) program, the
engagement demanded simultaneous ownership of two parallel and equally weighted mandates enterprise Oracle
Service Cloud security architecture and full platform implementation applied across Fire, Security, and HVAC service
domains serving clients across North America, Asia, and APAC.

The security architecture mandate required designing and enforcing end to end cybersecurity frameworks across
Oracle Service Cloud, Oracle Fusion, Oracle Field Service Cloud, and Oracle Cloud Infrastructure (OCl) integrating
DevSecOps pipelines, Al-driven threat detection models, RBAC/ABAC access governance, BYOK encryption, SSO,
MFA, and continuous SIEM based monitoring to protect enterprise and government aligned infrastructure
operating at global scale. Simultaneously led full Oracle Service Cloud platform architecture delivering intelligent
workflow automation for preventive maintenance alerts, service scheduling, and escalation management across
JCI's critical building infrastructure divisions.

Leading a 10-person cross functional technical team across North America, Asia, and APAC, delivered 5 major
enterprise programs with measurable, documented outcomes, reduced SLA violations by 50%, improved call intake
agent response times by 45%, increased cross platform data visibility by 80%, and boosted field technician
productivity by 25%. Platform level improvements drove a 40% enhancement in overall system performance,
reduced production issues by 30%, improved program delivery speed by 35%, and increased sprint deployment
frequency by 50% achieved through process optimization, automated job scheduling, and the elimination of
manual intervention points across release and deployment cycles. System architecture decisions directly enabled
real time service tracking and faster resolution for critical building infrastructure serving clients across three global
regions.

Managed Deliverables:

o Enterprise Cloud Security Architecture and Governance: Architected and implemented end-to-end cloud
security frameworks across Oracle Service Cloud, Oracle Fusion, Oracle Field Service Cloud, and OCI
environments supporting operations in over 150 countries. Enforced advanced access governance models
including RBAC and ABAC, along with BYOK encryption, SSO, and MFA to secure multi-tenant workloads
handling sensitive enterprise and public sector data, significantly strengthening global security posture and
regulatory compliance.

e DevSecOps Transformation and Secure SDLC Enablement: Led the integration of DevSecOps practices
across global engineering teams by embedding SAST, DAST, and Security as Code (SaC) into CI/CD pipelines.
Automated policy enforcement and security validation processes, reducing vulnerability remediation cycles
by 40% and production issues by 30% while maintaining high delivery speed and system reliability.

e Al-Driven Threat Detection and Database Security Innovation: Designed and deployed machine learning-
based threat detection frameworks to identify zero-day exploits, advanced persistent threats (APTs), and
insider risks across Oracle database environments. Strengthened database security through encryption at
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rest and in transit, BYOK governance, and fine grained RBAC/ABAC controls, directly contributing to
patented innovation (Application No. 202541050932) and advancing enterprise cybersecurity capabilities.

o Regulatory Compliance and Risk Management: Translated complex regulatory frameworks including
GDPR, HIPAA, PCl DSS, SOX, and FedRAMP into enforceable technical controls within Oracle cloud
ecosystems. Established continuous compliance monitoring, conducted penetration testing and risk
assessments, and maintained audit readiness through structured governance programs aligned with 1SO
27001 and NIST standards.

e Security Operations and Monitoring Excellence: Implemented SIEM integrated monitoring solutions with
continuous logging to detect anomalous access patterns and proactively mitigate breach risks. Led incident
response, vulnerability management, and threat mitigation initiatives, ensuring protection of critical
infrastructure and sensitive data across internet-facing enterprise systems.

e Enterprise Integration and Secure Data Exchange: Engineered secure integrations between Oracle Service
Cloud and external enterprise platforms including Salesforce, Oracle ERP, Cisco Webex, and payment
gateways. Applied encrypted API authentication, segregation of duties (SOD), and controlled data flows to
ensure secure, compliant, and scalable system interoperability.

e Strategic Advisory and Stakeholder Leadership: Served as the primary security authority, partnering with
CISOs, ClIOs, Oracle audit teams, and business leadership to define security strategy, governance
frameworks, and regulatory readiness. Delivered executive level insights, risk reports, and solution
roadmaps aligning cybersecurity initiatives with organizational objectives across Fire, Security, and HVAC
domains.

e Global Program Leadership and Team Development: Led and mentored a globally distributed team of
security engineers across North America and APAC, delivering multiple enterprise programs and managing
PMOs. Improved delivery speed by 35% and increased deployment frequency by 50% through Agile
leadership, performance monitoring, and continuous capability development.

e Operational Optimization and Automation: Designed and implemented intelligent workflow automation
across service operations, reducing SLA violations by 50%, improving response times by 45%, and increasing
field technician productivity by 25%. Enhanced system performance by 40% through process optimization,
automation, and elimination of manual dependencies, enabling real time service tracking for critical
infrastructure clients.

e Application Security and Release Management: Administered Oracle cloud environments across
development, staging, and production, conducting security impact assessments for all releases and
ensuring zero security related deployment failures. Enforced segregation of duties, internal controls, and
secure configuration practices across Oracle applications.

e Knowledge Management and Security Culture Development: Built centralized knowledge bases for
cybersecurity operations and delivered training programs to enhance organizational awareness and
adoption of secure practices. Fostered a culture of continuous improvement by mentoring teams,
identifying skill gaps, and promoting adherence to enterprise security standards.

e End to End Delivery and Continuous Improvement: Provided full lifecycle leadership including
requirements analysis, system design, Agile delivery, UAT oversight, and post deployment support. Ensured
alignment of business and technical requirements, facilitated architectural enhancements, and
continuously improved systems to meet evolving enterprise and security needs.
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Employer: ECLAT

Duration: Aug 2016 — May 2020

Projects: Sandia National Laboratories, Universal Studio, Canon Canada, Travelport, Adventist Health, Orange
County Fire Rescue Department, Skyjack

Role: Oracle Service Cloud (RightNow CX) Architect

Technologies: Oracle Service Cloud, Oracle Cloud Security, Oracle Intelligent Advisor (Formerly OPA), Oracle
Integrated Cloud, REST API, Cyber Security, Salesforce, ROQL, Integration

Project Scope: Led the design and implementation of enterprise grade customer experience and security solutions
across a diverse portfolio of high impact clients, including Sandia National Laboratories, Universal Studios, Canon
Canada, Travelport, Adventist Health, Orange County Fire Rescue Department, and Skyjack. This role required
delivering scalable, secure, and highly available cloud architectures tailored to mission critical environments,
including federal research institutions and large commercial enterprises. My work consistently aligned with
stringent regulatory, data protection, and operational continuity requirements, particularly for organizations
operating in sensitive and high-risk domains.

At Sandia National Laboratories, a premier U.S. Department of Energy research facility supporting national security
and nuclear deterrence, | architected and implemented secure Oracle Service Cloud solutions that enhanced
incident response, knowledge management, and citizen engagement capabilities. Leveraging Oracle Cloud Security,
Oracle Intelligent Advisor (OPA), and advanced integration frameworks, | ensured secure data flows, compliance
with federal cybersecurity standards, and seamless interoperability with existing enterprise systems. My
contributions directly strengthened the organization’s ability to manage critical information securely while
improving operational efficiency and decision-making processes.

Across all engagements, | played a key role in advancing cloud adoption and cybersecurity maturity by integrating
Oracle Service Cloud with REST APIs, ROQL, Salesforce, and Oracle Integrated Cloud platforms. | introduced best
practices in DevSecOps, data governance, and secure API design, resulting in improved system performance,
reduced operational risks, and enhanced user experience. My work not only enabled organizations to modernize
their customer service ecosystems but also contributed to safeguarding sensitive data and infrastructure,
demonstrating measurable impact in both commercial and government sectors.

Managed Deliverables:

e Enterprise Cloud Security and Compliance Leadership: Architected and secured Oracle Service Cloud
environments for high impact organizations, including Sandia National Laboratories (NNSA), ensuring alignment
with stringent federal cybersecurity and data protection standards. Designed and enforced cloud security
architectures, RBAC models, and access governance frameworks across multi-vertical clients in healthcare,
aviation, and emergency services, significantly strengthening data protection, regulatory compliance, and
operational resilience.

e Security Governance, Audits, and Risk Management: Led enterprise wide security compliance initiatives,
including quarterly audits, change management reviews, and SOP assessments aligned with service provider
regulations and client specific security policies. Delivered comprehensive compliance reports, conducted
configuration assessments using approved tools, and implemented risk mitigation strategies, ensuring
continuous adherence to evolving regulatory and organizational standards.

o DevSecOps and Secure SDLC Enablement: Established and integrated DevSecOps practices across the software

development lifecycle by embedding security testing, vulnerability assessments, and compliance controls into
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Oracle Service Cloud customizations and third party integrations (including Salesforce, CRM, and ERP systems).
Ensured secure, scalable, and compliant application delivery while reducing vulnerabilities and enhancing
system integrity.

e Enterprise Architecture and System Integration: Managed end to end Oracle Service Cloud architecture across
development, staging, and production environments, overseeing upgrades, patches, and complex integration
points. Designed scalable, future ready solution portfolios by aligning business requirements with technical
architectures, enabling seamless interoperability and long term system sustainability.

e Data Governance and Database Security: Led Oracle Database security implementations, ensuring adherence
to data governance standards, encryption protocols, and access control policies. Optimized relational database
performance (including MySQL environments) while maintaining strict compliance with enterprise data
management and privacy requirements.

e Stakeholder Engagement and Strategic Consulting: Acted as a trusted advisor to business and technical
stakeholders, translating complex requirements into actionable solutions. Led client engagements include
presentations, proposals, and Statements of Work (SOW), while collaborating with PMO, architects, and third
party vendors to deliver cost effective, high value solutions aligned with organizational goals.

e Operational Excellence and Incident Management: Partnered with operations leadership to monitor daily
incidents, perform root cause analysis, and ensure SLA adherence across enterprise platforms. Implemented
structured escalation management and continuous monitoring processes, improving service reliability,
customer satisfaction and system uptime.

o Agile Delivery and Program Leadership: Directed Agile development processes, ensuring adherence to SDLC,
data governance, and Oracle methodologies while interfacing with Oracle engineering teams and enterprise
clients for upgrades, reviews, and deployments. Oversaw system design, implementation, and ongoing
enhancements, ensuring completeness, scalability, and alignment with business objectives.

o Team Leadership and Capability Development: Served as the highest technical authority, mentoring cross
functional teams including business analysts, developers, and architects. | identified skill gaps, delivered
targeted training initiatives, and ensured optimal team performance, accountability, and coverage for mission
critical operations.

e Managed Services and Continuous Improvement: Led delivery of managed services, pilot programs, and large
scale implementations for Oracle Service Cloud clients, driving customer renewals and platform expansion.
Maintained deep expertise in Oracle technologies and continuously introduced process improvements,
architectural optimizations, and innovation strategies to enhance service quality and business value.

e Quality Assurance and Solution Optimization: Ensured accuracy, completeness, and performance of all
deliverables through rigorous reviews, UAT support, and system validation processes. Facilitated architectural
modifications and system enhancements to align with evolving business needs, ensuring optimal functionality,

maintainability, and long term scalability.
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Employer: Wipro

Duration: Dec 2014 - May 2016

Projects: Flipkart, Mazda

Role: Oracle Service Cloud (RightNow CX) Technical Lead & Security Expert

Technologies: Oracle Service Cloud, Oracle Cloud Security, Oracle Database, Oracle Integrated Cloud, Cyber
Security, Web Service, SQL, Salesforce

Project Scope: Served as Oracle Service Cloud Technical Lead and Security Expert across two globally recognized
enterprise clients Flipkart, India's largest e-commerce platform comparable in scale and market dominance to
Amazon, and Mazda, a multinational automotive manufacturer with operations spanning North America and Asia.
The dual client engagement required simultaneous technical leadership across Oracle Service Cloud architecture,
Oracle Cloud Security hardening, and Oracle Database Security applied against the demanding compliance,
performance, and data protection requirements of consumer facing platforms operating at significant scale across
two countries.

For Flipkart, the primary engagement architected and secured an Oracle Service Cloud environment supporting
approximately 500 helpdesk agents processing roughly 3,000 customer tickets daily across email, voice, and web
channels. Implemented Single Sign On (SSO) and Multi-Factor Authentication (MFA) to harden agent and customer
facing authentication layers, enforced RBAC based access governance ensuring least privilege access across all
agent roles, and managed Oracle Database Security controls to protect high volume transactional and personal
customer data handled by one of South Asia's most visited consumer platforms. Integrated Oracle Service Cloud
with Salesforce and Oracle Integrated Cloud, enabling unified customer data flow across CRM and service platforms
on enterprise scale.

For Mazda, delivered Oracle Service Cloud configuration, security compliance controls, and cloud integration across
North American and Asian operations extending the engagement's geographic footprint and requiring adaptation
of security architectures to meet multi jurisdictional regulatory standards. Led a five person technical team across
both engagements, driving architecture decisions, security implementation, code quality standards, and delivery
governance throughout the full project lifecycle from requirements through UAT and post production support.

Managed Deliverables:

e Identity and Access Management Transformation: Architected and deployed enterprise wide Single Sign
On (SSO) and Multi Factor Authentication (MFA) across Oracle Service Cloud environments, securing both
agent and customer facing platforms processing over 3,000 daily transactions across 500+ agents.
Eliminated credential based attack vectors and significantly strengthened authentication controls for high
volume, consumer facing systems.

e Access Governance and RBAC Enforcement: Designed and implemented granular Role Based Access
Control (RBAC) frameworks, defining least privilege access models across multi tier support operations.
Ensured strict segregation of duties and controlled access to sensitive customer and transactional data,
improving compliance and reducing insider risk across enterprise environments.

e Secure Release Management and Compliance Assurance: Led proactive security impact assessments for all
Oracle Service Cloud quarterly releases by developing and executing comprehensive regression and
security test scripts. ldentified vulnerabilities, enforced remediation, and maintained zero security related
production failures, ensuring continuous compliance with enterprise security standards.

e Technical Leadership and Delivery Governance: Directed a multi disciplinary development team to deliver
secure Oracle Service Cloud solutions across large scale client engagements, including Flipkart and Mazda.
Established secure coding standards, review gates, and delivery governance frameworks, ensuring
consistency, quality, and security across concurrent projects.
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e Security Controls Assessment and Risk Mitigation: Evaluated the design and operational effectiveness of
automated security controls and access governance mechanisms across critical business processes.
Identified control gaps, implemented corrective actions, and ensured sustained compliance with internal
policies and industry security standards.

e Secure Integration Architecture: Engineered secure integrations between Oracle Service Cloud, Salesforce,
and Oracle Integrated Cloud platforms using encrypted API authentication and controlled data exchange
mechanisms. Enabled scalable, secure interoperability across enterprise CRM and service ecosystems.

e Knowledge Management and Security Operations Enablement: Built and maintained centralized
knowledge bases for security operations, standardizing incident response procedures, access control
documentation, and policy frameworks. Improved operational consistency, reduced resolution time, and
accelerated onboarding for security and support teams.

e Customer Experience and Helpdesk Optimization: Designed and implemented advanced chat and email
helpdesk functionalities within Oracle Service Cloud, significantly reducing ticket turnaround time and
lowering abandoned contact rates in high volume customer support environments.

e Analytics and Performance Monitoring: Developed advanced reporting and analytics frameworks
providing real time visibility into customer interactions, SLA adherence, agent productivity, and security
incident trends. Enabled data driven decision making and continuous service optimization across client
organizations.

e Customer Portal and UX Security Engineering: Designed and deployed secure, scalable Oracle Service
Cloud customer portals aligned with branding, accessibility, and security requirements. Supported high
transaction volumes across multiple geographies while ensuring robust data protection and seamless user
experience.

Employer: Tekxotic Solutions, Inc

Duration: Feb 2013 - Dec 2014

Role: Senior Application Engineer & Project Manager

Project: My Yoga Online (Gaia.com)

Technologies: Oracle Policy Automation, Oracle CX/CRM, SOAP API, Cybersecurity, Oracle PL/SQL, PHP, .Net

Project Scope: Served as Senior Application Engineer and Project Manager delivering a full stack Oracle enterprise
implementation for My Yoga Online (Gaia.com) an established global digital wellness platform with a subscription
based streaming audience spanning multiple continents. The engagement required simultaneous mastery across
three technically distinct domains: Oracle Policy Automation (OPA) architecture, Oracle CX/CRM implementation,
and secure custom development in PHP, .Net, SOAP API, and Oracle PL/SQL applied against the specific compliance,
data protection, and customer experience demands of a consumer facing subscription platform handling sensitive
user and payment data at scale.

Designed and delivered OPA solution architecture translating complex legislative requirements and business
process logic into structured, auditable rule frameworks and dynamic screen flows an implementation approach
requiring deep expertise in Oracle's policy engine rarely held by generalist developers. Simultaneously architected
Oracle CX/CRM customer interaction workflows, Oracle In-Memory Policy Analytics pipelines, and Bl Publisher
reporting infrastructure, ensuring a unified data layer across policy execution, customer management, and business
intelligence functions.

Cybersecurity controls were embedded throughout implementing secure coding practices, data encryption, RBAC
based access governance, and GDPR/HIPAA aligned data protection protocols from the ground up across all custom
application layers. Led full SDLC governance as Project Manager, directing requirements gathering, system analysis,
cross functional team coordination, sprint facilitation as Scrum Master, UAT oversight, and post deployment
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support delivering a production grade Oracle enterprise platform for a recognized global brand within a
compressed two year engagement window.

Managed Deliverables:

e Solution Architecture and Policy Automation Leadership: Designed and implemented enterprise grade
solutions using Oracle Policy Automation (OPA), translating complex legislative requirements and business
processes into structured decision models, rule bases, and intuitive user flows. Integrated OPA with Oracle
CX/CRM ecosystems, including Service, Sales, Marketing, and Knowledge platforms, enabling intelligent,
automated customer interactions and decision making capabilities that improved operational efficiency
and service delivery.

o Data Engineering and Analytics Enablement: Developed robust data pipelines and reporting frameworks
using Oracle PL/SQL, Business Intelligence tools, and Oracle In-Memory Policy Analytics. Led the design of
scalable database architectures across MS SQL, MySQL, and Oracle environments, enabling advanced
analytics, real time insights, and separation of data extraction from reporting layers through Bl Publisher,
significantly enhancing reporting accuracy and performance.

e Agile Delivery and Scrum Leadership: Served as Scrum Master for cross functional teams, driving Agile
execution through sprint planning, daily stand ups, reviews, and retrospectives. Removed technical and
operational impediments, ensured adherence to Agile principles, and fostered a high performance culture
focused on accountability, transparency, and continuous improvement, resulting in consistent on time and
high quality project delivery.

e End to End SDLC Execution and Integration: Led full lifecycle delivery including requirements gathering,
business analysis, system design, development, testing, integration, deployment, and continuous
improvement. Ensured seamless integration with external applications using SOAP APIs and enterprise
middleware, delivering scalable and interoperable solutions aligned with client business objectives.

e Project Governance and Risk Management: Directed project planning, scope definition, timeline
development, and resource allocation to ensure successful execution within budget and schedule
constraints. Proactively identified risks and implemented mitigation strategies, minimizing project
disruptions and ensuring predictable delivery outcomes.

e Stakeholder Engagement and Communication: Acted as the primary liaison between technical teams and
stakeholders, ensuring clear communication of project goals, progress, and deliverables. Translated
business requirements into technical solutions, aligning expectations and driving stakeholder confidence
through consistent engagement and reporting.

e Team Leadership and Capability Development: Provided continuous guidance, mentoring, and support to
development teams, enabling efficient execution and skill enhancement. Encouraged knowledge sharing,
process optimization, and adoption of best practices to improve team productivity and delivery quality.

o Cybersecurity and Compliance Integration: Embedded secure development practices within the SDLC by
incorporating cybersecurity principles into system design, data handling, and integration processes.
Ensured protection of sensitive user data and compliance with enterprise security standards through
controlled access, secure communication protocols, and system hardening techniques.

e Continuous Improvement and Performance Monitoring: Monitored team and project performance using
defined KPIs and feedback mechanisms, driving iterative improvements in efficiency, quality, and delivery
timelines. Promoted a culture of innovation by adopting modern tools, frameworks, and methodologies to
enhance overall project outcomes.
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Employer: G P Sourcing (RightNow Technologies)

Duration: Feb 2011 - Oct 2012

Role: Senior Application Engineer, Oracle Service Cloud (RightNow CX) Technical Developer

Projects: SanDisk, Rockwell Automation, Big Fish Games, Neteller, Vodafone, Yahoo, Vistara Airline, Energy
Australia, Snap Fish, Kewill, ABOF, SRL Diagnostics

Technologies: Oracle Service Cloud, REST API, SQL, Oracle Cloud Security, Oracle Database, Cyber Security, PHP,
.Net, HTML, CSS, JavaScript, ROQL, CPHP

Project Scope: Served as Senior Oracle Service Cloud Engineer and Oracle Security specialist across a simultaneous
portfolio of 5-7 enterprise client deployments spanning four industry verticals: Technology & Storage (SanDisk, Big
Fish Games), Telecommunications & Energy (Vodafone, Energy Australia), Aviation & Travel (Vistara Airline), and
Financial Services (Neteller) alongside Rockwell Automation, Snap Fish, KEWILL, ABOF, and SRL Diagnostics.
Delivering concurrent engagements across globally recognized brands in regulated industries required mastery of
Oracle Service Cloud architecture, Oracle Database Security, REST APl and ROQL integrations, and custom
development across PHP, .Net, JavaScript, HTML, CSS, and CPHP applied simultaneously against materially different
compliance, security, and customer experience requirements.

Each deployment covered end to end Oracle Service Cloud implementation, agent workspaces, business rules,
incident queues, knowledgebase management, SLA structures, chat modules, and customer portal pages with
Oracle Cloud Security controls enforced throughout, including RBAC access governance, secure APl authentication,
and session management across multi-tenant helpdesk environments handling sensitive enterprise and financial
data. Reverse engineered undocumented legacy customizations, designed reusable integration patterns
accelerating deployment timelines, and maintained audit ready configuration baselines and version controlled
releases via Git across all client environments simultaneously.

Managed Deliverables:

e Enterprise Solution Architecture and Customization: Led reverse engineering and enhancement of Oracle
Service Cloud (RightNow CX) implementations by designing and upgrading advanced custom functionalities not
available in the base product, including SME modules, Product Registration systems, Customer Toolkits (CTK),
and extensible widgets and hooks. These enhancements significantly improved system usability, scalability, and
alignment with complex enterprise workflows.

e Secure CRM and RBAC Implementation: Architected and implemented robust Oracle Service Cloud security
frameworks, including role based access control (RBAC), secure agent workspace configurations, and identity
governance. Ensured secure handling of sensitive customer data across global clients in highly regulated
industries such as telecommunications, aviation, and financial services, strengthening compliance and reducing
operational risk.

e System Integration and Data Engineering: Designed and delivered seamless integrations between Oracle
Service Cloud and external enterprise systems including Oracle Knowledge, Salesforce, Sales Cloud, and third
party platforms such as SMS gateways. Leveraged REST APIs, ROQL, SQL, and CPM processes to enable real
time data exchange, automation, and event driven workflows, improving system interoperability and
operational efficiency.

e Advanced Analytics and Performance Monitoring: Developed and implemented custom dashboards, analytics
reports, and regulatory reporting frameworks to monitor SLAs, customer interactions, and operational KPIs
such as average handle time, first call resolution, and customer satisfaction. These insights enabled data driven
decision making and continuous optimization of call center performance.
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e Business Process Automation and Configuration: Configured and optimized core Oracle Service Cloud
components, including workspaces, account profiles, business rules, navigation sets, incident queues,
knowledgebase systems, SLAs, chat modules, and survey mechanisms. Automated workflows and external
events trigger to streamline customer service operations and enhance response efficiency.

e Customer Portal and Ul Engineering: Designed and deployed dynamic, secure customer portal interfaces using
PHP, JavaScript, HTML, and CSS, including custom widgets and BUI extensions. Improved customer self service
capabilities and user experience by integrating backend CRM functionalities with intuitive front end interfaces.

e Knowledge Management and Agent Productivity Enhancement: Managed enterprise knowledgebase systems
and developed guided assistance workflows to improve agent efficiency and reduce average handle time (AHT).
Delivered structured documentation and training resources that enhanced knowledge accessibility and
consistency across support teams.

e Operational Governance and Stakeholder Engagement: Conducted incident reviews, audit sessions, and
performance evaluations with business stakeholders to identify improvement areas and align technical
solutions with business goals. Acted as a key liaison ensuring transparency, accountability, and continuous
service improvement.

e DevSecOps and Continuous Improvement: Led version control and release management using Git, ensuring
smooth upgrades, patch management, and system stability. Implemented secure development practices,
continuous monitoring, and iterative enhancements to maintain high availability, security, and performance of
mission critical CRM platforms.

o Regulatory Reporting and Compliance Enablement: Designed specialized reporting formats for referral
analysis, routing optimization, and product level performance tracking to meet regulatory and organizational
requirements. Ensured that all deliverables supported audit readiness and compliance standards across
multiple jurisdictions.

Employer: Trigma Solutions Pvt Ltd

Duration: June 2009 - Jan 2011

Role: Technical Team Leader

Projects: HRMS, Govt Employment Portal

Technologies: PHP, REST API, SQL, Cloud Security, Oracle Database, XTML, CSS, JavaScript

Project Scope: Led the design and delivery of enterprise web applications, including a Human Resource
Management System (HRMS) and a Government Employment Portal. These platforms were developed to support
large scale user bases, streamline workforce operations, and enable secure public access to employment services.
My role extended beyond development into solution architecture, where | evaluated existing technology stacks,
assessed system scalability and defined clear, future proof roadmaps that aligned with client business objectives
while optimizing cost and long term sustainability.

In executing these projects, | guided clients in selecting the most appropriate technology stack using PHP, REST
APls, SQL, Oracle Database, and modern front end frameworks such as XHTML, CSS, and JavaScript. | ensured that
architectural decisions minimized operational costs while maintaining flexibility for future enhancements, including
integration with cloud and Al-driven capabilities. By introducing structured integration patterns and modular design
principles, | enabled seamless interoperability between systems and improved performance, reliability, and
maintainability across both government and enterprise environments.

A key aspect of my leadership was embedding DevSecOps practices from the earliest stages of the software
development lifecycle. | implemented secure coding standards and enforced compliance with global data
protection regulations such as GDPR and HIPAA by incorporating advanced encryption mechanisms, vulnerability
scanning processes, and role based access control (RBAC). These measures significantly reduced security risks,
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enhanced data privacy, and ensured that all delivered solutions met stringent compliance and security
requirements, demonstrating measurable impact in building secure, scalable, and future ready digital platforms.

Managed Deliverables:

e Technical Guidance: Provided hands on technical leadership by defining and enforcing best practices in
software design, secure coding, system architecture, and testing methodologies. Ensured consistency in
development standards across the team, resulting in scalable, maintainable, and high performance
applications aligned with enterprise and regulatory requirements.

e Code Review: Established and led a structured code review framework to maintain high quality
deliverables, reduce defects, and enforce security standards. Delivered actionable feedback to developers,
improving code reliability, readability, and adherence to organizational and industry best practices.

e Problem Solving: Directed the resolution of complex technical challenges by implementing systematic
troubleshooting approaches, root cause analysis, and solution design strategies. Enabled the team to
overcome critical roadblocks efficiently, minimizing downtime and ensuring continuous project progress.

e Team Collaboration: Cultivated a collaborative and high performance team environment by promoting
open communication, knowledge sharing, and cross functional coordination. Strengthened team alignment
and productivity through regular technical discussions, stand ups, and peer engagement initiatives.

e Project Planning and Management: Defined project scope, timelines, and resource allocation strategies to
ensure successful delivery within deadlines and budget constraints. Applied structured planning
methodologies to track progress, manage risks, and align deliverables with business objectives.

e Mentoring: Mentored junior and mid level developers by providing technical training, career guidance, and
continuous feedback. Accelerated team capability development and improved overall delivery quality
through structured learning and skill enhancement initiatives.

e Quality Assurance: Designed and implemented comprehensive quality assurance processes, including
functional, integration, and cross browser testing strategies. Ensured that all solutions met performance,
security, and usability standards prior to deployment.

e Innovation and Improvement: Continuously evaluated emerging technologies and industry trends to
introduce process improvements, modern development practices, and innovative solutions. Enhanced
team productivity and solution quality through the adoption of optimized tools and methodologies.

e Performance Monitoring: Monitored team performance through defined KPls, regular evaluations, and
feedback mechanisms. Implemented continuous improvement strategies to increase efficiency,
accountability, and overall delivery excellence across projects.
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